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1. Question | 9618 Oct-Nov 2021 P3 V1 Q8 10
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8 (a) Describe the purpose of the Secure Sockets Layer (SSL) and Transport Layer Security (TLS) 
protocols.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]

 (b) Explain how SSL/TLS protocols are used when a client-server communication is initiated.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [4]
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2. Question | 9618 Oct-Nov 2021 P3 V2 Q8 10

9618/32/O/N/21© UCLES 2021

8 (a) Describe the purpose of the Secure Sockets Layer (SSL) and Transport Layer Security (TLS) 
protocols.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]

 (b) Explain how SSL/TLS protocols are used when a client-server communication is initiated.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [4]
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5 Ed wants to send a message securely. Before sending the message, the software encrypts it 
using a symmetric key.

 (a) (i) Describe what is meant by symmetric key encryption.

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...................................................................................................................................... [2]

  (ii) State two drawbacks of using symmetric key encryption.

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...................................................................................................................................... [2]

 (b) The symmetric key is to be exchanged before the message is sent. 
  To exchange the key securely, the use of quantum cryptography is being considered.

  State two possible benefits of using quantum cryptography.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ..............................................................................................................................................  [2]
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8 A message is to be sent securely. Software uses a key to encrypt the message before it is sent.

 (a) (i) Give two reasons for using key cryptography. 

1  ........................................................................................................................................

 ...........................................................................................................................................

2  ........................................................................................................................................

 ...........................................................................................................................................
 [2]

  (ii) Give two methods of key cryptography that can be used.

1  ........................................................................................................................................

2  ........................................................................................................................................
 [2]

 (b) When there is a secure exchange of key(s), the message is sent.

  The use of quantum cryptography is being considered for the secure exchange.

  (i) State two possible benefits of using quantum cryptography.

1  ........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

2  ........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................
 [2]

  (ii) State two possible drawbacks of using quantum cryptography.

1  ........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

2  ........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................
 [2]
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7 A digital signature is used to validate the authenticity of an electronic message.

 In order to produce a digital signature, a digital certificate is required.

 (a) State how a digital certificate is obtained.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [3]

 (b) (i) Explain how a digital signature is produced before the message is sent.

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 .....................................................................................................................................  [3]

  (ii) Explain how the digital signature can be checked on receipt to ensure that the message 
has not been altered during transmission.

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

 .....................................................................................................................................  [4]
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8 A message is to be sent securely. Software uses a key to encrypt the message before it is sent.

 (a) (i) Give two reasons for using key cryptography. 

1  ........................................................................................................................................

 ...........................................................................................................................................

2  ........................................................................................................................................

 ...........................................................................................................................................
 [2]

  (ii) Give two methods of key cryptography that can be used.

1  ........................................................................................................................................

2  ........................................................................................................................................
 [2]

 (b) When there is a secure exchange of key(s), the message is sent.

  The use of quantum cryptography is being considered for the secure exchange.

  (i) State two possible benefits of using quantum cryptography.

1  ........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

2  ........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................
 [2]

  (ii) State two possible drawbacks of using quantum cryptography.

1  ........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................

2  ........................................................................................................................................

 ...........................................................................................................................................

 ...........................................................................................................................................
 [2]
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5 (a) Write the infix expression in Reverse Polish Notation (RPN).

   a * b + b - d + 15

 ...................................................................................................................................................

 .............................................................................................................................................  [1]

 (b) (i) Write the RPN expression in infix form. 

    a b - c d + * a /

 ...........................................................................................................................................

 .....................................................................................................................................  [1]

  (ii) Evaluate your infix expression from part (b)(i) when a = 5, b = 10, c = 27 and d = 12. 

 ...........................................................................................................................................

 .....................................................................................................................................  [1]

6 A message is encrypted using a private key and sent to an individual using asymmetric encryption.

 (a) State what is meant by a private key.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]

 (b) Describe the process of asymmetric encryption.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]
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 (c) Explain how a digital signature is used to verify a message when it is received.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [4]

7 (a) Complete the Karnaugh map (K-map) for the Boolean expression.

Z = Ā. B. C̄. D̄ + Ā. B. C̄. D + A. B. C̄. D̄ + A. B. C̄. D + A. B̄. C̄. D̄ + A. B̄. C̄. D

00

00

01

11

10

AB

CD 01 11 10

 [2]

 (b) Draw loop(s) around appropriate group(s) in the K-map to produce an optimal 
sum-of-products. [2]

 (c)  Write the Boolean expression from your answer to part (b) as a simplified sum-of-products. 
Use Boolean algebra to give your answer in its simplest form.

  Simplified sum-of-products

Z =  ............................................................................................................................................

  Simplest form

Z =  ............................................................................................................................................
 [3]

8. Question | 9618 Oct-Nov 2022 P3 V2 Q6 6

9618/32/O/N/22© UCLES 2022

6 (a) State two differences between symmetric and asymmetric encryption.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]

 (b) Explain the process by which an organisation may acquire its digital certificate.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [4]

7 Supervised and unsupervised learning are two categories of machine learning.

 Describe supervised learning and unsupervised learning.

Supervised learning  .........................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

Unsupervised learning  .....................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................
 [4]
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9. Question part 1/2 | 9618 Oct-Nov 2022 P3 V3 Q6

6

9618/33/O/N/22© UCLES 2022

5 (a) Write the infix expression in Reverse Polish Notation (RPN).

   a * b + b - d + 15

 ...................................................................................................................................................

 .............................................................................................................................................  [1]

 (b) (i) Write the RPN expression in infix form. 

    a b - c d + * a /

 ...........................................................................................................................................

 .....................................................................................................................................  [1]

  (ii) Evaluate your infix expression from part (b)(i) when a = 5, b = 10, c = 27 and d = 12. 

 ...........................................................................................................................................

 .....................................................................................................................................  [1]

6 A message is encrypted using a private key and sent to an individual using asymmetric encryption.

 (a) State what is meant by a private key.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]

 (b) Describe the process of asymmetric encryption.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]
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 (c) Explain how a digital signature is used to verify a message when it is received.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [4]

7 (a) Complete the Karnaugh map (K-map) for the Boolean expression.

Z = Ā. B. C̄. D̄ + Ā. B. C̄. D + A. B. C̄. D̄ + A. B. C̄. D + A. B̄. C̄. D̄ + A. B̄. C̄. D

00

00

01

11

10

AB

CD 01 11 10

 [2]

 (b) Draw loop(s) around appropriate group(s) in the K-map to produce an optimal 
sum-of-products. [2]

 (c)  Write the Boolean expression from your answer to part (b) as a simplified sum-of-products. 
Use Boolean algebra to give your answer in its simplest form.

  Simplified sum-of-products

Z =  ............................................................................................................................................

  Simplest form

Z =  ............................................................................................................................................
 [3]
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8 Outline the characteristics of massively parallel computers.

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ....................................................................................................................................................  [3]

9 (a) Encryption is used to alter data into a form that makes it meaningless if intercepted.

  Describe the purpose of asymmetric key cryptography.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]

 (b) Identify two benefits and two drawbacks of quantum cryptography.

Benefit 1  ...................................................................................................................................

 ...................................................................................................................................................

Benefit 2  ...................................................................................................................................

 ...................................................................................................................................................

Drawback 1  ...............................................................................................................................

 ...................................................................................................................................................

Drawback 2  ...............................................................................................................................

 ...................................................................................................................................................
 [4]
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4 Draw one line from each Object‑Oriented Programming (OOP) term to its most appropriate 
description.

 OOP term Description

Setters

Polymorphism

Getters

Encapsulation

methods used to update the value of 
a property

enables the defining of a new class 
that inherits from a parent class

allows methods to be redefined for 
derived classes

methods used to return the value of 
a property

the process of putting data and 
methods together as a single unit

 [4]

5 (a) Encryption is used to scramble data to make it meaningless if intercepted.

  Describe the purpose of quantum cryptography.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]

 (b) Explain the differences between symmetric and asymmetric cryptography when encrypting 
and decrypting data.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [3]
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8 Outline the characteristics of massively parallel computers.

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ....................................................................................................................................................  [3]

9 (a) Encryption is used to alter data into a form that makes it meaningless if intercepted.

  Describe the purpose of asymmetric key cryptography.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]

 (b) Identify two benefits and two drawbacks of quantum cryptography.

Benefit 1  ...................................................................................................................................

 ...................................................................................................................................................

Benefit 2  ...................................................................................................................................

 ...................................................................................................................................................

Drawback 1  ...............................................................................................................................

 ...................................................................................................................................................

Drawback 2  ...............................................................................................................................

 ...................................................................................................................................................
 [4]
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 (c) (i) Complete the Karnaugh map (K-map) for the Boolean expression:

   A.B.C + A.B.C + A.B.C + A.B.C + A.B.C + A.B.C

   

00

0

A
BC

1

01 11 10

 [2]

  (ii) Draw loop(s) around appropriate group(s) in the K-map to produce an optimal 
sum-of-products. [2]

  (iii) Write the Boolean expression from your answer to part (c)(ii) as a simplified 
sum-of-products.

 ...........................................................................................................................................

 .....................................................................................................................................  [1]

7 (a) Describe what is meant by a digital certificate.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [3]

 (b) Explain the role of a digital certificate in creating a digital signature.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]
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4 Sheila has a customer called Fred. Fred wants to send Sheila a confidential document as part of a 
transaction.

 Explain how Fred uses asymmetric encryption to send his document securely.

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ....................................................................................................................................................  [4]
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 (c) (i) Complete the Karnaugh map (K-map) for the Boolean expression:

   A.B.C + A.B.C + A.B.C + A.B.C + A.B.C + A.B.C

   

00

0

A

BC

1

01 11 10

 [2]

  (ii) Draw loop(s) around appropriate group(s) in the K-map to produce an optimal 

sum-of-products. [2]

  (iii) Write the Boolean expression from your answer to part (c)(ii) as a simplified 

sum-of-products.

 ...........................................................................................................................................

 .....................................................................................................................................  [1]

7 (a) Describe what is meant by a digital certificate.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [3]

 (b) Explain the role of a digital certificate in creating a digital signature.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]
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8 (a) Describe what is meant by multi-tasking and how it benefits process management.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [2]

 (b) Explain the function of the shortest remaining time scheduling routine and give a benefit of 
this routine.

Function  ....................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

Benefit  ......................................................................................................................................

 ...................................................................................................................................................
 [4]

9 Secure Socket Layer (SSL) and Transport Layer Security (TLS) are two protocols.

 (a) State two functions of SSL/TLS.

1  ................................................................................................................................................

 ...................................................................................................................................................

2  ................................................................................................................................................

 ...................................................................................................................................................
 [2]

 (b) Give two examples of situations where the use of SSL/TLS would be appropriate.

1  ................................................................................................................................................

 ...................................................................................................................................................

2  ................................................................................................................................................

 ...................................................................................................................................................
 [2]
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 (a) State why 9K is not a valid variable for the given syntax diagrams.

 ...................................................................................................................................................

 .............................................................................................................................................  [1]

 (b) Complete the Backus-Naur Form (BNF) for <operator>.

<operator> ::=  ..................................................................................................................

 .............................................................................................................................................  [1]

 (c) An expression is defined as follows:

• A variable is assigned to a variable followed by an operator followed by another variable.

• The operator and final variable stage can be repeated as many times as necessary.

  Complete the syntax diagram for an expression.

  

expression
=variable

 [3]

 (d) A character can be a letter or a digit.

  An additional constraint has been applied to the definition of variable.  It must comply with the 

given syntax diagram, but it will only pass validation if it has at least four characters.

  State one example of a valid variable. 

 ...................................................................................................................................................

 .............................................................................................................................................  [1]

10 Identify the two main protocols that form Transport Layer Security (TLS) and state the purpose of 

each.

Protocol 1  .........................................................................................................................................

Purpose  ............................................................................................................................................

 ..........................................................................................................................................................

Protocol 2  .........................................................................................................................................

Purpose  ............................................................................................................................................

 ..........................................................................................................................................................

 [4]
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7 Secure Socket Layer (SSL) and Transport Layer Security (TLS) are two protocols.

 Explain how SSL/TLS is used when client-server communication is initiated.

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ....................................................................................................................................................  [4]

8 Explain the process of syntax analysis during program compilation.

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ....................................................................................................................................................  [4]
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4 (a) A scheduling routine determines how processes are managed by the operating system.

  Identify two scheduling routines.

1  ................................................................................................................................................

2  ................................................................................................................................................

 [2]

 (b) Describe two ways in which the complexities of the computer hardware are hidden from the 

user. 

1  ................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

2  ................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 [4]

5 (a) Identify two items commonly found within a digital certificate.

1  ................................................................................................................................................

 ...................................................................................................................................................

2  ................................................................................................................................................

 ...................................................................................................................................................

 [2]

 (b) Explain why a digital certificate is required to validate a digital signature.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [3]
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 (b) (i) Complete the Karnaugh map (K-map) for the Boolean expression:

   A.B.C + A.B.C + A.B.C + A.B.C

BC

A 00 01 11 10

0

1

 [2]

  (ii) Draw loop(s) around appropriate group(s) in the K-map to produce an optimal 

sum-of-products. [2]

  (iii) Write the Boolean expression from your answer to part b(ii) as a simplified 

sum-of-products. Do not carry out any further simplification.

 ...........................................................................................................................................

 .....................................................................................................................................  [2]

7 (a) Asymmetric encryption is a type of cryptography.

  Identify one other type of cryptography. 

 ...................................................................................................................................................

 .............................................................................................................................................  [1]

 (b) An organisation holds two asymmetric encryption keys, which they intend to use to receive 

secure transmissions.

  Explain how the organisation makes use of the two keys to receive a secure transmission.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [4]
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9 A company requires a digital certificate to ensure the authenticity of its online communications.

 Outline the process followed to acquire a digital certificate.

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ..........................................................................................................................................................

 ....................................................................................................................................................  [4]

10 A stack, StackArray, is to be implemented using pseudocode, to store a maximum of 100 string 

items in an appropriate array. Declarations are required so that the stack has a beginning, an end 

and a maximum size. An array is also required to store the data.

 (a) Write pseudocode to declare the variables, constant and array required to implement the 

stack.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [3]

 (b) Write pseudocode for a procedure to initialise the top and bottom pointers of the stack to 

appropriate values.

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 ...................................................................................................................................................

 .............................................................................................................................................  [3]
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