APOLLO

A3 Databases
SL

Computer Science
First assessment 2027
1 questions | questions



APOLLO

Shared case study

Read this source alongside the questions that refer to it.



Diploma Programme
Programme du dipléme

Programa del Diploma

Computer science
Case study: Preventing network security attacks

Specimen paper

Instructions for candidates

» Case study booklet required for higher level and standard level paper 1 computer science
examinations.

4 pages © International Baccalaureate Organization 2025

International Baccalaureate
Baccalauréat International

Bachillerato Internacional




10

15

20

25

30

35

40

Introduction

The integration of technology in healthcare has transformed how medical services are delivered.
However, with this increased use of technology, healthcare institutions like private hospitals have
become attractive targets for cybercriminals and therefore face significant security challenges
that could have devastating impacts. This case study highlights the interventions used to prevent
security incidents by one private hospital, TaylorMade Healthcare, and explores some network
security practices.

Background

TaylorMade Healthcare uses high-speed internet to operate its network infrastructure,

which includes computers, servers, switches, routers, wireless access points, and firewalls.
These devices and systems are connected internally and to the internet, enabling staff to access
medical records, communicate with other users and patients, exchange information, and transfer
data. The devices and systems work cohesively and are vital for the hospital’s smooth operation,
including patient care, data management, and resource handling.

TaylorMade Healthcare stores vast amounts of sensitive data, such as patient health records,
financial information, and confidential documents, which it must safeguard to maintain trust and
confidence among its patients, staff, and stakeholders.

The hospital’s director acknowledges the importance of securing the network and data against
risks like malware infections, phishing attacks, and unauthorized access. The director also
knows that it is critical to implement effective security measures to protect the hospital’s
network infrastructure and data.

Bring-your-own-device (BYOD) policy

TaylorMade Healthcare has adopted a bring-your-own-device (BYOD) policy that permits staff
to use personal electronic devices for work tasks. Although a BYOD policy can provide many
benefits, such as increased flexibility and convenience, it also has several weaknesses.

Ransomware and rootkit attacks

TaylorMade Healthcare recently suffered a ransomware attack that targeted its network
infrastructure. The attack was launched through a phishing email that appeared to be from
a trusted source. When an unsuspecting staff member clicked on the link in the email,

the ransomware gained access to the hospital’s network and quickly spread, encrypting
sensitive data and rendering it inaccessible.

The consequences of the attack were severe, leading to significant data loss and system
downtime. The ransomware attack encrypted patients’ data and prevented staff from
accessing patient records for several days. This led to substantial disruptions.

TaylorMade Healthcare’s reputation has suffered due to the attack, with patients expressing
concern about the security of their data. There was also a significant financial impact, with
TaylorMade Healthcare paying the attackers a ransom to regain access to its encrypted data.

Another notable concern is a rootkit attack, which uses malicious software to hide itself within
an operating system to gain administrative-level access to the network. Rootkits are notoriously
difficult to remove.
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Interventions

“Dealing with the ransomware attack was a wake-up call for our entire team,” said Jane Wang,
Head of Cybersecurity. “We realized the importance of being proactive and creating a culture of
security awareness,” she added, “and we also realized that a comprehensive security strategy is
essential for protecting sensitive data and networks.”

Since the attack, TaylorMade Healthcare has identified several measures to prevent future attacks:
* Data backup and disaster recovery plans

* Email filtering

* Failover systems

* Firewall implementation

* Network segmentation and access control

* Regular software and security updates

* Third-party services

* User awareness training

Implementing network segmentation and access control reduced the risk of cyber-attacks and
improved the security of TaylorMade Healthcare’s network. These and the other interventions have
contributed to reducing the effects of security breaches, ensuring the confidentiality and integrity of
sensitive information. These safeguards have also minimized system downtime and strengthened
data protection, which is vital for the hospital’s uninterrupted functioning.

Challenges faced
TaylorMade Healthcare’s goal is to build resilience to address the following challenges.

Standard level and higher level:

* Develop strategies to create an awareness of cybersecurity, especially ransomware and
rootkit attacks.

* Consider the benefits of a bring-your-own-device (BYOD) policy while preparing for its
security weaknesses.

Higher level only:

* Explore the viability of network segmentation and access control.
* Develop procedures to restore operations in case of a breach.

Turn over
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Additional terminology

Access control

Bring your own device (BYOD)
Cybercriminal

Disaster recovery plan
Email filtering

Failover system

Firewall

Malware

Phishing

Ransomware

Rootkit attack
Third-party services
User awareness training

Some companies, products, or individuals named in this case study are fictitious and any
similarities with actual entities are purely coincidental.
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Section A

Answer all questions from this section. Answers must be written within the answer boxes provided.

3. Ahospital stores patients’ data in a relational database.

(a) Outline one benefit of using a relational database. [2]

(b) Identify two scalability issues in a relational database. 2]

The database view, VISITS, is an extract showing the dates patients visited the hospital for
an appointment.

The VisitDate field represents the date of each patient’s appointment.

PatiD | PatientName | PatientDOB | DocID Doctor VisitDate Treatment
1 Samuel Moody | 2007/06/11 1 Jill Smith 2025/01/11 | Bone scan
1 Samuel Moody | 2007/06/11 2 Norayr Lomidze | 2025/01/12 | Physical therapy
2 Lin Kobayashi | 1984/02/24 1 Jill Smith 2025/01/12 | Physical therapy
3 Yeojoo Kim 1999/08/18 3 Phoebe Drakos | 2025/01/13 | Radiation therapy
3 Yeojoo Kim 1999/08/18 3 Phoebe Drakos | 2025/01/14 | Therapy part 1

(This question continues on the following page)
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(Question 3 continued)

(c) Construct an SQL SELECT query to list the names of patients whose treatment
includes the word “therapy”.

A patient’s name should only appear once. [3]

The database view, VISITS, can be represented by the following notation:

VISITS (PatID, PatientName, PatientDOB, DocID, Doctor,
VisitDate, Treatment)

(d) Construct the database in third normal form (3NF) for the three entities in the
VISITS view extract. [5]
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