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(d) Award [5] max 
 
Award [1] for the PATIENT table with correct Primary Key 
 
Award [1] for the DOCTOR table with correct Primary Key 
 
Award [1] for PatID foreign key in the VISIT table 
 
Award [1] for DocID foreign key in the VISIT table 
 
Award [1] for VisitID or PatID/DocID/VisitDate composite key in the VISIT table 
 
PATIENT(PatID, PatientName, PatientDOB) 
DOCTOR(DocID, Doctor) 
VISIT(VisitID, PatID, DocID, VistDate, Treatment) 

  
 
4. (a) Award [2] max 

 
Award [1] per point 
 
Dataset size/data volume/number of features; 
Algorithm/model complexity; 
Feature engineering; 
Hyperparameter tuning; 
Real-time requirements; 
Ensemble methods. 
 

(b) Award [2] max 
 
Award [1] per point, from any section 
 
Audit: Carry out independent audits to check for algorithmic bias; 
Validate: Run validations to ensure that the algorithm is not biased; 
Cross-reference diagnosis with human diagnosis; 
 
Public disclosure: Inform patients about the algorithm and its limitations; 
Provide informed consent forms for patients to sign; 
 
Committee: Set up an oversight committee to approve the use of machine learning; 
Any significant change to algorithms or datasets requires committee approval; 
Have a patient representative on the committee;  
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Section B 
 
5. (a) Award [2] max  
 

Award [1] for identifying issue and [1] for expansion 
 
Reputational damage;  
Clients may lose confidence in a company that has a breach of security;  
Clients may use a different hospital/refuse to use that hospital;  
 
Financial fraud for patients;  
Patients’ credit card numbers/banking data/passwords may result in funds being removed;  
 
Theft of data;  
Patients’ data is used unethically (e.g., insurance company refusing to insure patients with 
potential pre-existing medical conditions);   
 
Identity theft;  
Having your identity stolen can cause psychological damage; e.g., a person may steal a 
person’s online profile and insult others causing emotional distress;  
 
Data loss causing disruption to hospital services;  
Phishing attacks are often designed to steal sensitive data; e.g. doctors lose access to 
patients records and can’t treat them;  
 
Legal consequences;  
Company may be sued for leaking sensitive information by 
patients/companies/government/ombudsman/lose license to practice medicine;  
 
Create vulnerability for additional malware;  
Causing further disruption. 
 

(b) Award [4] max  
 
Award [1] for identifying method and [1] for expansion 
 
Packet filtering: a firewall inspects incoming data packets; 
Blocking or allowing packets based on predefined rules (e.g., content, location sent from); 
 
Stateful inspection: Monitors active connections; 
Only packets that come from an established connection or session are accepted; 
 
Proxy service: Firewalls can act as a proxy inspecting and forwarding packets; 
Prevents direct access to a system,  
 
Blocking unwanted traffic: Preventing access from harmful sites; 
Configured to block data from certain locations or applications; 
 
Network address translation (NAT): Presents a single, public-facing IP address; 
Making it harder for attackers to find individual systems; 
 
Application layer filtering: Inspect data up to the application layer; 
Blocking specific activities within protocols, like file uploads, instant messaging; 
 
Intrusion detection and prevention: Mechanisms to identify suspicious patterns; 
Alerting administrators or actively blocking the suspicious traffic; 


